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What may AI not be used for? 
• You may not enter sensitive or protected data into any AI tool or service. 
• You may not use AI tools or services to generate content that helps others break federal, state, 

or local laws, institutional policies, rules, guidelines, licensing agreements, or contracts. 
• You may not direct AI tools or services to generate or enable content that facilitates sexual 

harassment, stalking, or sexual exploitation. 

What is sensitive or protected data? 
"Sensitive data1" means a category of personal data.  The term includes: 

A. personal data revealing racial or ethnic origin, religious beliefs, mental or physical health 
diagnosis, sexuality, or citizenship or immigration status;  

B. genetic or biometric data that is processed for the purpose of uniquely identifying an individual;  
C. personal data collected from a known child; or  
D. precise geolocation data. 

“Protected data2” refers to confidential or sensitive information safeguarded by laws, regulations, or 
policies. Can also be referred to information that can be harmful to individuals or organizations if 
disclosed 

Are there risks to consider when utilizing AI tools or services? 
• Bias or pre-disposition in the responses 
• A model may generate inaccuracies or outright false information 
• All information and data exposed to a public version of an AI platform must be considered public 

 

 

 

 

 

 
 

1. BUSINESS AND COMMERCE CODE CHAPTER 541. CONSUMER DATA PROTECTION 

2. NCTC Protected Information 

https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm

